Microsoft Operating Systems

Patches Updates

Antivirus

Antivirus

Firewall

:Software Update Service(SUS) °
Software Update Service (SUS)

STPP
Virtual Update Server

Update Site

SUS
Domain Active Directory
Workgroups
SUS
Active Directory .

Configuration settings

Domain Group Policy




Domain controller

Approve
SUS
- Parent SUS Server
- Firewall
Child SUS Servers
Download

- - Updates Catalog

‘Software Update Service (SUS)
SUS
.SUS Server
Pentium III 700 MHz Processor -
512 MB -
6 GB Hard Disk space -




- /

Windows 2000 Advanced Server Windows 2000 Server -

.Windows 2003 Server SP2
Internet Explorer 5.5 -
I1S 5.0 -
15000
.Automatic Updates .
Clients
:SUS Install

Folder .

http://www.microsoft.com/downloads/details.aspx?FamilyID=a7aa96e4-
6e41-4154-972c-ae66a4e4bfoc&Displayl.ang=en

.Next °
.Next °
Typical .



http://www.microsoft.com/downloads/details.aspx?FamilyID=a7aa96e4-6e41-4f54-972c-ae66a4e4bf6c&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=a7aa96e4-6e41-4f54-972c-ae66a4e4bf6c&DisplayLang=en

i'.g!,l Microsoft Software Update Services Setup Wizard

Choose setup type

Choose the kind of setup that best suits vour needs.,

Typical

Inskall Microsoft Software Update Services with default
sekkings.,

Custom

Custaomize wour installakion of Microsoft Software Update
Seryices,

< Back Mext = Cancel

URL address
Install Clients

i Microsoft Software Update Services Setup Wizard

Ready to install

To begin the installation, click Install, IF wou
installation settings, click Back.

SUS Server

Clients
Specifying a download URL

Computers running the Aukg
following URL ko downlg
hktps I TESTSERVER,

pdates client should be configured to paint to the

< Back

Cancel |




Configuring
Server name
.SUSAdmin

iig Microsoft Software Update Services Setup Wizar

Completing the Microsoft
Software Update Services
Setup Wizard

Microsaft Saftware Update Services is now installed on this
server,

To configure wour Microsoft Software Update Services, use
the Following administration Web site:

hitp:  TESTSERYER/SUSAdmin

Zancel |

< Back

Programs Start
.Microsoft Software Update Services Administrative Tools

Configuring SUS Server

SUS Server

.http://<servername>/SUSAdmin :



http://<servername>/SUSAdmin
http://<servername>/SUSAdmin
http://<servername>/SUSAdmin
http://<servername>/SUSAdmin
http://<servername>/SUSAdmin

Programs Administrative Tools

Microsoft Software Update Services - Microsoft Internet Explorer

Ele Edit

HBack + = - @ ot | @Search [ Favarites @Media 3 | %v =%

Address I@ http: i ftestserverSUSADmIn/

Wiew  Favorites Tools  Help

Software Update Services Welcome

Use Software Update Services bo stay informed about current security
issues and get the updates vou need to protect your network,
Synchronize vour server with Windows Update to download the |atest
updates, and then approve the updates For diskribution to vour clients,

[ welcamne
= Synchronize server

[ approve updates
The latest news From Microsoft:

Other Options "
) - Welcome to Microsoft Software Update Services

[ wiew synchronization log

[ view approval log

[ Set options

1 rnnitar zerwer

Using Microsoft Software Update Services vou can easily
download and distribute the latest security patches and critical
updates ko computers in your arganization that run Windows -

1| |

paration, All rights reserved. Term

I_I_ E Local inkranet 4

:Set options

Set options

Select a proxy seryer configuration: ﬂ
{7 Do not use a proxy server ko access the Internet

{% Use a proxy server to access the Internet
% Aotormatically detect proey server settings
{7 Use the Fallowing proxy server ko access the Internet: b

Address; I Part: |30

B Use the Following user credentials bo access the prowy server:
Iser: |

Passwnrd: [k

2 allow basic authentication when connecting to proxy server

Specify the name your clients use to locate this update server:
Server name: [TESTSERVER -

Apply




Update Server °

- — Proxy
Clients SUS Server °
Default
[ ]
New versions °
Approve

Automatically approve new versions of previously approved updates

Do not automatically approve new versions of
approved updates, I will manually approve these updates latter

Maintain the updates on a Microsoft
Save the updates to a local folder .Update server
.SUS Content

Locales o

:Synchronize server

Synchronize server




Synchronize server

Last synchronization: 08May, e 11:1
Mext svnchronization: {None)

You can choose to set a schedule for vour S8
synchronize with the Software Update Service!
ranually synchronize vour server ak any kime,

Synchronize Mow I Synchronization Schedule

served., Terms of usN

.Synchronization Schedule

Weekly

traffic load

Daily




a Schedule Synchronization -- ¥Web Page Dialog

" Donat synchronize on a schedule

v Synchronize using this schedule:
AF Ehis Lirne: IEIS:EIIZI vI

On the Following daywis):

- Draily

© wiesiy
G Sunday - Maonday - Tuesday
- Wednesday - Thursday - Fridasy
- Saturday

Mumber of synchronization retries ko attempt on a scheduled synchronized

Failure: I 3 x I

Ik Cancel

Synchronize now
Install

.Set options

New updates Catalog

Download New versions




Synchronize server

Last synchronization: 08May, e 11:42:40 2004

Mext synchronization: {None)

¥ou can choose to set a schedule For vour server bo automatically
synchronize with the Software Update Services servers, ar manualky
synchronize wour server at any time,

SymEhronize Mow | Synchronization Schedule

Downloading updates from the Microsoft Windows Update
SEIYEr

Catalog Download Progress (30%: complete)

Zancel

I —

:Approve updates

Approve updates

Synchronize server
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Approve update

Choose the updates that you e
then click Approve.

Available Updates Sork by

VEFSIOn

o your clients, and

Skatus

T T =t el

[T Security Update for Windows 2000
{KB824141), 20040413

{New) -~

Download size: 3.1 MB

& security issue has been identified tha
atkacker bo compromise a computer run
Windows and gain control over it, Tao ak
atkacker would have to be able to log on
You can help prokect wour compuker by
from Microsaft, After wou inskall £
restart your computer. Details 7,
Applies toy Windows 2000 SP3, Windows 2000 SP4

[T Security Update for Windows 2000
{KB837001), 2004/04/12

d this update
mm, you may have to

Details

(Mew)

C . 2.8 MB -
Approve |
Sort by:
Title Date
Approved Status Platform
Details
Date Locale
Info File Name

-11-



Details

File Name

Install

Approve Client
Automatic
- - Updates
Install

Available Updates Sart by

[¥ 817606: Security Update (Mot Approved)
{Windows 2000), 2003/07/08

Download size: 376 KB
An identified secority issue in Microsoft YWindows

Please wait while the updates you
selected are being approved...

[ ]
|v Q329414: Security Update (Mot Approved) ;I

Approve

-12-



- /

:View synchronization log

View synchronization log

.Synchronization schedule

Troubleshooting

VErSIOn

Synchronization Log

This log in@udes informakion abouk synchronizations thak have
occurred between wour local server and the Software Update

FY
el e =
changes were required during synchronization. :l
Sync Finished- 09May, Lo 08:03:12 2004 1

Manual Sync Started- 09May, Lo 07:44:39 2004
Software Update Services is up to date. No
changes were required during synchronization.

Sync Finished- 09May, _o 07:44:53 2004

Manual Sync Started- 09May, o 07:42:48 2004 Suc
Jpdates Added:

Security Update, February 22, 2002 -

Q3134505P3_EGE1E485809E22258F2 1 DaC P 480BEECFFE

Jpdates Removed: i
4| | 3

Clear Log | Print Log... |
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‘View approval log

View approval log

Approval Log

This log includes information about synchronizations that have
occurred bebween vour local server and the Software Update

T T O ST T SRS LTS IO T T ST ST T

.1, Windows 20000 -
Windows Blasker Worm Removal Tool (KBS333330)

Windows ¥P Driver 5.10,0,5410 For Realtek AC 97
Audio (KBS33846)

Security Update, July 19, 2000

Security Update, December 20, 2000

Security Update, May 10, 2001

Security Update, June 7, 2001

Security Update, Movember 20, 2001

Windows ¥P Update Package, October 25, 2001
Remate Assistance Connection

Q311967 Security Update

Q311967 Security Updake

Critical Update, Movember 19, 2001 |
Microsoft \MET Framework Service Pack 2,

lonanaca Yarcinm

Clear Log Print Log. ..

Clients

-14-



Automatic Updates

Manage Install
SUS server
Domain
Active Directory Centrally
Group Policy Domain Controller
Workgroup

Group Policy GPEDIT

.REGEDIT Registry
Group Policy GPEDIT
Automatic Updates
Workgroups
WUAU.adm
“% windir%\inf” inf

SUS server WUAU.adm

% winddir % \inf”

-15-



GPEDIT

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Qpen: |gpedit.msc vl
[ (4 l[ Cancel ][ Browse. .. ]
.GPEDIT gpedit.msc
Right-click Computer Configuration
.Add/Remove Templates Administrative Templates

it Group Policy |Z||E|[z|
File Action  Yew Help

- BmB @

Local Computer Policy Setting
= Computer Configuration
+-[_] Software Settings
+- [ Windows Settings
SR
-] Windows Co
[ MetMest  all Tasks b
|:| Inkernek ]
(2 Task 5ch View r
+-[_7] Terminal
[ Windowe
[ Windows  Help
+ |:| Swskern
+1-[7] Metwork:
|:| Prinkers ¢ | >

+-#3 User Configuration — ...

[ windaws Components
DSystem
[ IMetwork,

Add/Remove Templates. ..

Export Lisk. ..

-16-



Add
WUAU.adm
.Open inf
WUAU

.Close

Add/Remove Templates

Current Policy Templates:

M ame Size  Modified

E conf JgkB 2370842000 04
]

ﬂ inetres 241KB  O7/06/2002 05:...
=]

8] system 1343KB  22/08/2002 08:...
]

wrnplayer AR 23/08/2007 04
E WAL 18KEB  16/04/2002 08:..
]

L___.gdd | [ Remove

Group Policy

Group Policy

Windows Components Windows Update

-17-



i Group Policy

Eile  Action Mjew Help

¢+ AmB @

Local Computer Palicy Setting
= Computer Configuration @ Configure Aukamatic Updates

+-[_] Software Settings
+-[_ ] Windows Settings
—1-[_1 Administrative Templates
-7 windows Components
I:l MNetMeeting
(L Internet Explorer
(L Task Scheduler
+-[_] Terminal Services
[ windows Installer
[ windows Messenger
Windows Lpdate
+ I:l Syskem
+-[_7] Metwork:
I:l Prinkters
+ @ ser Configuration < | 3

'-: Extended } Standard ;"'I

@ Specify intranet Microsoft update service loc
@ Reschedule Automatic Updates scheduled ins
@ Mo aubo-restart for scheduled Automatic Upc

Configure Automatic Updates
Enabled

Configure automatic updating

“2- Notify for download and notify for install” -

Notification

“3- Auto download and notify for install” -

-18-



- /

“4- Auto download and schedule the install” -

Schedule install time Schedule install day

Install

Configure Automatic Updates Properties

Setting | E »plain

@ Configure Automatic Updates

() Mot Configured
{*) Enabled
() Dizabled
Configure automatic updating: )
3 - Auto download and notify for inztall S

2 - Motify for download and notify for install

3 - Auto download and nohify for install
4 - Auto download and schedule the install

Scheduled install day: | 0 - Eveny day hd |
A
Scheduled ingtall tirme; |E|3:E|I:| vl
Supported o Windows Server 2003 famil
[ MNext Setting I
[ k. ] [ Cancel ] [ Apply

“Specify intranet Microsoft service location”

Enabled

SUS server

-19-



.“Set the intranet update service for detecting updates”

“Set the intranet statistics server”

Specify intranet Microsoft update service location Pr... |E|[g|

Setting | E=plain

@ Specify intranet Microzoft update service location

) Mot Configured

) Dizabled

Set the intranet update service for detecting updates:

||htt|:|: Atestzerver N |

Set the intranet statizhcs server:

||htt|:|: Htestzerver

[example: http: A ntranetlpdOn | L ]

Supported on: Windows Server 2003 family, =P SP1, 2000 5P3

Breviousz Setting ] [ Hest Setting ]

[ k. H Cancel ][ Apply

“Reschedule Automatic Updates scheduled installations”

Install

“4- Auto download and schedule the install”

(07:00) (2- every Monday)

-20-



“Reschedule Automatic Updates scheduled installations”

“Wait after system startup [minutes]” 1
9

Reschedule Automatic Updates scheduled installation. .. |E|[z|

Setting | E =plain

@ Reschedule Automatic Updates scheduled installations

) Mot Configured
) Enabled
) Dizabled

Wwalt after system startup(minutes]: |3 —

Supported or; Windows Server 2003 family, <P SP1, 2000 5P3
i Previous Setting | [ Mext Setting ]

[ k. ][ Cancel ][ Apply

Restart -
“No auto restart for scheduled Automatic Updates installations”

“Disabled” “Not Configured”

Notification

-21-



“Enabled”

No auto-restart for scheduled Automatic Updates inst... [g|

Setting | E=plain

@ Mo auto-restart for scheduled Automatic Updates installations

) Mot Configured

Supported of; Windows Server 2003 family, <P SP1, 2000 5P3

[ Previous Setting ]

[ k. H Cancel ][ Apply

Domain Group Policy

Workgroups

Group Policy

Domain Controller

Domain Controller -

Run Start “Active Directory Users and Computers”
Administrative Tools DSA.msc
.Start Programs
Organizational Unit (OU) -
Domain Root Group Policy

-22-



Right click
.Properties

.New Group Policy tab

MLB43L003 Properties K |

Generall Managed By Group Palicy |

& Current Group Palicy Object Links for MLE43L003

Group Policy Object Links | Mo Overnide | Dizabled |

5 GP_LABST
R TESTING

Group Policy Objects higher in the list have the highest prionty.
Thiz lizt obtained from: srvgocld. aa waew. ac. ae

agd.. | Edt | |

Options... Delete. .. | FProperties | [T |

[ Block Palicy inheritance

Cloze | Eanzel | Smply |

Group Policy
GPEDIT Edit

-23-



¥ Group Policy [_To] =]

J Action  Wiew |J = -I|||@

&2

-3
-3
..... |

Kl

El[:l Adrninistrative Termplat

:'Iﬁ User Configuration
[#-(_] Software Settings -

Tree I Palicy |
E TESTING [srvgocl4, aa, uasy.a & %ECDnFigure &utomatic Updates
3@ Coamputer Configuration = Specify intranet Microsoft update service loc...
-] Software Settings £ Reschedule Automatic Updates scheduled ins. .,
[:l Windows Settings B Mo auto-restart For scheduled Automatic Upd. .,

Windows Cormpone
[:l MetMeeting

[C Internet Explo
(2 Task Scheduler
(£ windows Insts

Svyskem
Mebwork, —
Prinkters

o7l o

Group Policy

* A

Group Policy ou
REGEDIT
REGEDIT
Registry
GPEDIT
Registry
* A

24-



Local Administrator

Clients

22

Local Administrator

-25-



Task Bar Icon

j‘_.i' MNew updates are ready to download

Updates are available from Windows Update, Click here to

review these ikems and begin downloading,

“ putomatic Updates

Updates for Your Computer

The updatez listed below will be downloaded to vour computer,

If you don't want to download a selected update, clear the check bow nest to the update.

[¥ Cumulative Security Update for Dutlook Express & Service Pack 1 w
[(KBB37009)

A gecurity izaue has been identified in Microzoft Dutlook Express that could allow
an attacker to read files on wour computer, or cause a program ko run, You can help

protect your compuker by instaling this update. After pou install thiz ibem, vou mag
have to restart pour computer.

[¥ Critical Update for Internet Explorer 6 Service Pack 1 [KE831167]

A identified izsue may cause ermars when Internet Explorer attempts to renew a
connection to a server. Yiou thould apply thiz update i yau beain to receive emrars
connecting to websites after pou have applied the KES32834 secunty update to

b
| PO RPN o PV SRR Y {WUPSOURPIS PRy gy |1 O QUM R UY R RPUPE [ SURRR SEN SR =

Cerrrnd e

Settings ] [ Bemind Me Later ] [ Start Download
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“Remind Me Latter”

Automatic Updates

Fleaze remind me: | i 20 minutes

i 30 minutes
ak it ane haur

it b hawrs
itt foLr hioLrs
T

“Start Download”

Restart

Windows Control Panel -

Windows My Computer Properties

Maximum performance

2000
- XP

Configure Install
Clients SUS server
SUS

SUS server(s) - -

-27-



Parent SUS server

Child SUS servers

Parent SUS server

Star Topology

Configure
Parent SUS server
Approve Locales
Child SUS servers
Approved updates
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Microsoft Windows
Update serves

Parent SUS server

i Child SUS server ° | Child SUS server * | Child SUS server
. I . I .
: | - | -
| - | - |
| - |
I . . . I .

Child SUS servers Parent SUS server
Parent SUS server -
“Save the updates to a local folder”

Set options

-29-



locales -

.Set options

“Synchronize from a local Software Update Services server”

Set options

.Set options “Save the updates to a local folder”

locales -

Approved updates
“Synchronize list of approved items

.Set options updated from this location (replace mode)”

Approved updates

Mirror

Approve updates
Check boxes
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